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eHealth in Slovenia

Introduction

Overview of eHealth components and services

Key eHealth Services:
Central Registry of Patient Data (CPRD), Patient

Portal

eHealth Deployment status
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Health System in Slovenia

e Population 2Mio; 2,5 doctors / 1000 patients

* 92 public institutional healthcare providers:
hospitals, community institutions for primary healthcare

e 27 hospitals, 64 community primary HC, NIPH

* 93 other public institutional care providers
(e.g. nursing homes)

* Private healthcare providers providing public service

. by concession: cca 700 doctors, 1500 all
ool (incl. nurses, pharmacists)
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IT in Slovenian Health System

National Health Insurance institution ZZZS
http://www.zzzs.si/indexeng.html|

Issuing Health insurance cards; proceeding health service
funding and payments. Not involved in eHealth services.

> 20 SW vendors for local IT apps used by HC providers
> 10 systems connected to key eHealth services
NIPH controls central eHealth System

HC providers are free to choose SW vendors for local systems


http://www.zzzs.si/indexeng.html
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eHealth in Slovenia

* eHealth project started in 2008

* eHealth sector at Ministry of Health in 2011

e 22M EUR initial development (85% EU funding , 15% Slovenia)

* eHealth managed by NIPH since 2015; eHealth team 9 members

 4,5M EUR maintenance and development per year
(100% Slovenia MoH)

* eHealth services available to all healthcare providers (primary,
@, zdravje secondary and tertiary)
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eHealth Platform roles
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Component-based services

@

OpenEHR, Terminology
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Integrating the Healthcare Enterprise (IHE)
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eHealth Components services

ldentity Management
Central Registry of Patient Data

Knowledge SOUrces - terminologies, information models (OpenEHR

archetypes and templates), workflows (with very limited scope), and also some
decision support for the drugs related scenarios like contraindications,
interactions etc.

Boundary resources — interfaces that enable access to
central components

IT infrastructure (also secure network)
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eHealth Services in Slovenia

eHealth ICT infrastructure including secure network hNET
eHealth users database; Authentication & Authorization
ePrescription

eAppointment & eReferral

Central Registry of Patient Data (CPRD)

Patient Portal zZVEM (Health — one website for all health info)
@, zdravje eHealth Call Centre (Help Desk): 080 2445, podpora@ezdrav.si



mailto:podpora@ezdrav.si
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eHealth Services in Slovenia

* TeleStroke: teleconference system for emergency treatments
in case of stroke (national medical expert network)

* eRDP electronic Registry of Vaccinated Persons

* Reference primary healthcare - encounter data recording;
preventive care, chronic diseases management by family
nurse practitioners

* TeleRadiology: store& exchange of radiology images (PACS)
@, zdravje  eCommunication: reporting injuries (healthcare — police)
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ICT infrastructure

Platform for eHealth Services

hHET (zNET) Secure network for healthcare providers

@1 zdravje
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ICT infrastructure & Network

e Servers, virtualization

» platforms for national eHealth solutions

e hNET (zNET) secure network

» all public institutions connected: community health
centres, hospitals, tertiary institutions

@, zdravje = Only few (> 10%) private doctors connected
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hHET (zNET) network

SAFE HEALTH NETWORK

Provides IT services of Safe and reliable
national importance connections

Communication
infrastructure via certified
endpoints

More than 130 health
care providers connected

Available for secure
communication

SERVICES

mandatory use for
Links: eHealth/CPRD;

MPLS recommended for other MINIMAL SECURITY
services REQUIREMENTS
VPN

Availability

99.95% from 06:00 to
20:00 (and 97% 20:00 to
06:00) 24/7/365
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eHealth User Account Database

Authentication, Authorisation and
Management of eHealth users

@1 zdravje
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eHealth User Accounts Database

* All registered healtcare organisations and professionals

= automatically via connection to National Registry of Healthcare
Providers and Professionals

» Registered healtcare worker > eHealth user when obtaining DC

» All nationally qualified Digital Certificates (DCs) valid
e Patients via Patient Portal registration procedure
* elD store for eHealth users (professionals and patients)
@ zdravje e Central entity of trust “ for eHealth applications
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eHealth User Roles

e Authorisations based on professional qualifications as per
National Registry of Healthcare Providers and Professionals

= organisation, professional qualifications,
medical area / specialization

* Distinct user roles based on eHealth application (ePrescription,
eReferral, CRPD...)

* Administrative management possible to a limited extent

» administrators appointed by Healthcare institutions (employee data)

= Example: hospital administrative staff roles for eAppointments
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Central Registry of Patient
(Data CPRD)

The Heart of Slovenian eHealth System

@1 zdravje
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CRPD building blocks

* |IB: Interoperable backbone:
integration IHE profiles for health data exchange

= https://www.tiani-spirit.com/ihe

* |H adapter: interface customized according national specifics

* Think!EHR: management of structured data according to
OpenEHR standard

@1 zdravje = http://www.marand.com/thinkehr/



https://www.tiani-spirit.com/ihe
http://www.marand.com/thinkehr/
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CRPD building blocks

 Terminology server HealthTerm :coding standards and
terminologies

= http://www.carecom.com/

* Clinical Knowledge Manager: OpenEHR standarized model

= http://www.openehr.org/ckm/
zdrang « http://ukz.ezdrav.si/ckm/OKM sl.html



http://www.carecom.com/
http://www.openehr.org/ckm/
http://ukz.ezdrav.si/ckm/OKM_sl.html

CRPD Patient Registry — external sources

Basic ID and status data,
family relations

Patient

Reg iStI’y Insurance data,

patient's Surveying &
authorized Mapping

primary doctors 8 Authority

Detail location data
(patient addresses)
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CRPD scope

 Data and documents to be exchanged or shared beween
healthcare providers

* Data and documents to be available to patient

* Short —term storage for exchange purpose

 Data and documents submitted by pacient

» patiens consent documents; access to personal data
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CRPD contents

» Patient Registry: personal data, detailed address, family
relations, authorised (chosen) personal doctors

 Pdf documents; discharge letters issued by hospitals, medical
specialists

* Patient consent statements and access policies

= Patient Summary access restriction; patient consent to read docs
* Open EHR structured Patient Summary Records

e eReferrals (via eAppointment System)



Discharge letters (hospitals, medical specialists)

Patient summary records (allergies, vaccinations, diseases etc.)

Public health care providers at primary, secondary and

tertiary levels connected to secure health network (hNET) [

Future development > new types of documents, increasing
number of users to the widest range of healthcare stakeholders
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PPoP - structured data, pdf view

Patient Summary Sections:

Allergies and Adverse Reactions
Vaccinations

Medication Summary
Diseases and Conditions
(ICD—10 AM coding)

Health interventions

(ACHI coding)

Pregnancy

Disability

Implants

Physical Findings
Diagnostic Tests

Social History

Treatment Recomendations

* Alergije in ostale preobcutljivosti

59037007 | Preobéutljivost za zdravilo

Datum Manifestacija Ime alergena
01.01.2000 angioedem Hiconcil gSD mg/5 ml prasek za peroralno
suspenzijo

* Bolezni in stanja

E10 | Insulin-dependent diabetes mellitus

Datum BPI Zavod

20.01.2017 10321 ZD Kamnik

20.01.2017 10321 ZD Kamnik
K35 | Akute Appendizitis

Datum BPI Zavod

04.03.2015 10321 ZD Kamnik




Basis

e Sharing health records is
defined in a unified
manner, pre-established
procedures

e Contractual data
protection obligations
for Software vendors and
healthcare workers

e Legal base: Access to
personal data solely for
the purpose of treating
an individual.

e Preventing unauthorized
access : access rights
(users database),
cryptographic resources

Method of implementation

- CPRD Privacy policy

Providing full traceability
of all processes of
personal data

Implemented active
access policies based on
application and user
authorization (access
matrix) —default
restrictions

Personal doctors have
full access

eReferral or patient
consent required for
other doctors

User rights granted by
medical specialisation

Patient's decisions

e Legal base for default
sharing of health
records to the full extent

e Patient Opt-out possible
for Patient Summary

¢ Patient consent needed
to override default
restrictions for
documents other than
Patient Summary



CRPD Read Access Matrix

Medical Specialisation of
Querying User

Access by warning

SubSpec
Code

Medical Specialistion of
Document Origin

Anesteziologija, reanimatologija in perioperativna intenzivna medicina

ﬂ

ubSp
Code

Legal base for
access

l\‘S

Abdominalna kirurgija

101;201

napotna listina, privolitev pacienta

Anesteziologija, reanimatologija in perioperativna intenzivna

102;202

napotna listina, privolitev pacienta

Celjustna in zobna ortopedija

401

napotna listina, privolitev pacienta

Dermatovenerologija

103;203

napotna listina, privolitev pacienta

DruZinska medicina

302

izjava o izbiri zdravnika, privolitev pacienta

Fizikalna in rehabilitacijska medicina

104;204

napotna listina, privolitev pacienta
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Electonic Registry of
Vaccinated Persons eRVP

Surveillance and Monitoring od
Vaccinations and Adverse Reactions
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eRVP scope

All vaccinations administred in Slovenia recorded
Patient’s vaccinations and adverse reactions history
Managing vaccination programs (pediatricians)

Population vaccination data by disease, age group,
geographic areas etc.

Surveillance, monitoring, policy, planning
@, zdravje Efficient control of infectious diseases



eRVP and CRPD integration

&

Entering basic vacination data

! L |

CRPD/Patient Summary (PS)

PS

Vaccination
Record

eRDP
Patient
Registry

eRVP receivng basic data (newborns, patient's chosen pediatrician ...)
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Patient Portal zZVEM

One Website for All Health Information

@1 zdravje
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Patient Portal zZVEM

https://zvem.ezdrav.si

» Digital certificate needed to access personal data

Patient access to eAppointment

» eReferrals, eAppointments, health services and healthcare
providers

Patient access to ePrescription

= ePrescriptions, dispensed meds

Patient access to CRPD
@\/zd_rang = Discharge letters, Patient Summary Records, Patient Consents


https://zvem.ezdrav.si/

zdravje

REPUBLIKA SLOVENIJA
MINISTRSTVO ZA ZDRAVJE

zdravje

Patient Portal ZVEM
eLearning rooms [ 2

Survey Tool
Forum
Data collection

Useful info, news

Aktualne novice

Preskrba s cepivom proti
eripi
11.jan 2018

Cepiva proti gripi za odrasle trenutno
nimamo na zalogi. Vsi izvajalci cepljenja, ki
so nam posredovali narocilnico za cepivo
proti gripi do 10. januarja 2018 so Ze prejeli
cepivo glede na narocilo oziroma bodo
prejeli cepivo v naslednjih dneh. Zaradi
povecanega povpradevanja cepljenja proti
gripi smo preverili moznost dodatnega
nakupa cepiva in dodatnih 7.000 odmerkov
cepiva bi lahko predvidoma prejeli v dveh
tednih.

Preberite veé

Sezonska gripa in
cepljenje
11.jan 2018

Kaksna bo letosnja sezona gripe, je
nemogoce napovedati. Obicajno pa je vsako
leto vrh sezone gripe konec januarja
oziroma februarja, ko beleZzimo najvedje

Stevilo obolelih.
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Telefonska stevilka za
izpostavljene oSpicam na
Pediatri¢ni kliniki v
Ljubljani

9.jan 2018

Otroci in starsi, ki so se 4. januarja 2018
zadrZevali v nekaterih ¢akalnicah
Pediatricne klinike v Ljubljani, so bili lahko

izpostavljeni virusu o3pic.

Y RSS (Odpre novo okno)

/
| SV
Poteka epidemioloska
preiskava za omejitev
Sirjenja oSpic

8.jan 2018

Na Pediatricni kliniki Univerzitetnega
klini¢nega centra Ljubljana (UKC LJ) je prislo
do vnosa o3pic. Odrasla oseba, ki je na

pregled spremljala otroka, je bila okuZena z

virusom o3pic.
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Patient Portal - ePrescription

_ _ PREGLED
E-NAROCANJE E-RECEPT DOKUMENTI 7775 (NASTAVITVE)

Recepti Dnevnik vpogledov v e-Recept

|SKANJ E Ime zdravila Status Preostale izdaje ji Pr i /izdano Akcija

od Ciprinol 500 mg film.obl.tbl. 10x Porabljen 0 12.01.2018 Podrobno

Efloran 400 mg tbl. 10x Porabljen 0 12.01.2018

o Primotren 80 mg/400 mg tbl. 20x Porabljen 0 12.09.2017 Podrobnosti predpisa zdravila

0

ZOMIG 2,5 mg film.obl.thl. 6x Porabljen 0 26.01.2017

) Prikazi 10 v zapisov Prikazujem 1 do 4 od 4 zapisov Pre o -
m Prikazi izdaje zdravil receptov Ime zdravila: Ciprinol 500 mg film.obl.tbl. 10x
a Sifra zdravila: 040398

Navodila za uporabo: 01;1tabl.na12ur
Predpisano: 12.01.2018

FILTRIRA]J P

predpisanega zdravila
Veljavnost:
Status: Porabljen
Predpisana kolicina: 20
o Tip terapije: Akutna
Pomo&
Tip recepta: Neobnovljiv
Vrsta listine: ZeleniRecept
-
Zd ra VJ e Razlog obravnave: BolezenPreventiva
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Patient Portal - eAppointment

Dobrododl

MOJE E-ZDRAVJE KOLEDAR

(NASTAVITVE)

Stran 1

Pregled ¢akalnih dob Seznam napotnic
& 1 - 1IZVAJALEC A 2 - ZDRAVNIK

ISKANJE Datum naghtnice v STEVILKA IZVAJALCA 50007 VLOGA ZDRAVNIKA Osebni Siha
o Podrobng K SIFRA ZDR. 101 STEVILKA ZDRAVNIKA 99986
. DEJAVNOSTI
o NAZIV IZVAJALCA Req org name | &
Podrobno 18.01.2016 100:00
m Prikati izkoriséene napotnice M PRIIMEK ZDRAVNIKA MARAND | I
Podrobno 18.01.2016
Podrobno 18.01.2016
| 23-ZAVAROVANA OSEBA 4 - ENAPOTNICA L
Podrobno 18.01.2016 150:00
~L  STEVILKA 900001345 STEVILKA ENAPOTNICE 2016011800004 |
Podrobno 18.01.2016 ZAVAROVANE OSEBE 136:00
. STEVILKA PREJSNJE I
18.01.2016 EmMSO 2310962676133 ENAPOTNICE 100:00
Podrobno 08.01.2016 VRSTA ZAVAROVANJA 2275 stevilka VRSTA ENAPOTNICE lzdana elektronska napotnica
Podrobno 08.01.2016 DATUM ROJSTVA 23.10.1982 = STATUS ENAPOTNICE © izeana
Prikai 10 [¥]zapisov  prikazujem 21 do300d341  prumEK — 4 Nasl.
- e O 5 - VELIAVNOST
sPoL o] VELJAVNOST Za obdobje
& Uredi MESECEV 4 6

& 3A - KONTAKT OSEBA

zdravje

Uporabniska navodila Ostale vsebine VLOGA ——— W 6 - OBSEG POOBLASTILA |
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Patient Portal - CPRD

&«

c | & Varno | https://zvem-test.ezdrav.si/ogled-dokumentowv

& @
@ vem EE E @ Dobrodosli

DOMACA STRAN | MOJE E-ZDRAVIE

KOLEDAR OBJAVE 903001782, Ajda Boni
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350327004 | Davica - Tetanus

Datum Preparat Serija Odmerek  Zavod in cepitel]

15.05.2017 Td-pur susp.za inj.brizga 0,5 ml 10x 074231 2 04450 OZG OF ZD KRANJ
333699008 | Klopni meningoencefalitis

Datum Preparat Serija Odmerek  Zavod in cepitel]

09112017 FSME IMMUN 0.5 ml suspenzija za VNRIROTEAG T 50505 NIJZ - Nacionalni In 7ttt za [avno

injiciranje v napainjen injekcijski brizgi-za
odrasle

zdravie

46233009 | Gripa

Datum Preparat Serija Odmerek  Zavod in cepitel]
Vaxigrip Telra suspenzija za injiciranje v 50505 NIJZ - Nacionalni in7Hil za javno
09.11.2017 napolnjeni injekcijski brizgl PaFastv 2 zdravie
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Patient Portal —
Document Submission

Patient’s right

to forbide access

to Patlent Podatidopacientu

S u m m a ry Re CO rd S Priimek in ime: Ajda Boni

EMS3O0 ali ZZZS $tevilka zavarovane osebe: 903001782

Priimek in ime:

Razmerje do pacienta (pravna podiaga):
Naslov stalnega in zatasnega prebivalis¢a:
EMSO ali ZZZS Stevilka zavarovane osebe:

Prepoved za izvajalca:

‘ §21 Z d ra VJ e Naziv izvajalca: 24260 ZDRAVNISKA ZADRUGA VRHNIKA BREZ ODGOVORNOSTI - V LIKVIDACWI
Naslov: CESTA 6. MAJA 11 - 1360 VRHNIKA
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Slovenian eHealth in Figures

Current Deployment of eHealth Services

@1 zdravje
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Launched in 2013, limited extent

* in 2016 full, incl. Patient Summary

* 04.2019:

= >1,4 Mio Patients (> 70%
population) have Discharge Letter
or Medical Examination Report

> 1,2 MIO Patients have Patient
Summary Record

> 8 Mio HC documents — 7 MIO
Medical Examination Reports, 1
MIO Discharge letters

> 4 Mio Patient Summary Records
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Thank youl!

mate.bestek@nijz.si
mbes@itu.dk
@matebestek
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