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Building a borderless health society
with blockchain technology
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Health Care Cost (1970-2016)

Health Care Cost (1970-2016)
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OECD (Organisation for Economic Co-operation and Development) data for Health Expenditure and Financing
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Survey: Which profession do you trust to tell you the truth?

Nurses 03 %
ﬁ Doctors 01 %
Teachers 88 9%
Judges B9 9%
Scientists
The Police
Clergy/priests
Hairdressers
Television news readers
The ordinary man/woman on the street
Civil servants
0
Sanvers | % Trust to tell the truth
Managers in the NHS B9
Economists 48 9%
Charity chief executives 46%
Trade union officials 43%
Local councillors 43%
Bankers 0%
Business leaders %%
Estate agents 9%
Journalists 49
Government Ministers 20%
Politicians generally O

Ipsos Mori polls 2016
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Medical errors

Death in the United States

Johns Hopkins University researchers estimate that medical error is now the third
leading cause of death. Here's a ranking by yearly deaths.

0 100,000 200,000 300,000 400,000 500,000 600,000

@he Washington Post

Democracy Dies in Darkness

To Your Health

Researchers: Medical errors now third
leading cause of death in United States

Heart disease 614,348

Cancer 591,699

By Ariana Eunjung Cha N
Medical error _ 251 454

These commof¥medieal errorsare majorkillerss
Respiratory disease 147,101
Accidents 136,053
Stroke 133,103
Alzheimer's 93,541
Diabetes 76,488
Flu/pneumonia 55,227
Kidney disease 48,146
Suicide A2.1TS

Johns Hopkins University School of Medicine

“It boils down to people dying from the care that they receive rather than the disease for which they are seeking care,”

0 Medicalchain



What are the medical errors?

e Poorly coordinated care
* Fragmented insurance networks

e Absence or underuse of safety nets




Security and Fraud
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Security breach fears over 26 million
NHS patients

7
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MORE STORIES

l Why did the boys in blue take on
Green?

2 On this day in 1872: the Mary Celeste
was found adrift in the Atlantic,
inexplicably deserted

3 Tony Blair confirms he is trying to
reverse Brexit as he issues Ireland
warning

4 Ex-Dragon Julie Meyer pursued for
string of alleged unpaid bills



Security and Fraud
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Cybercrime

Massive ransomware cyber-attack hits
nearly 100 countries around the world

More than 45,000 attacks recorded in countries including the UK, Russia, India
and China may have originated with theft of ‘cyber weapons' from the NSA

Global cyber-attack - live updates
‘Accidental hero’ finds kill switch to stop spread

Most popular

© This article |s 7 manths R MR ol Shussusnionn  Newsmens  aionaoper T is e Supreme court allows
o B s e 1 e st et e enforcement of Trump
< — travel ban as appeals
7190 Statement on reported NHS cyber attack proceed
Julia Carrie Wong .
and Olivia Solon S e House of Cards to
in San Francisco The investigation is at an early stage but we believe the malware variant is Wanna Decryptor. resume produ ction with
A0 g e o Pt s 5 5. Wl oo ek i Robin Wright as lead
Friday 12 May 2017 NHS Digtal s working cosely wih the Natinal Cyber Security Conire, te Dapartment of Health and NHS England fo
20.57 BST support affected org andto d appropriate mitig
T e e T T — Theresa May's weakness
Notes to editors exposed as DUP derails
Brexit progress
The attack hit England's National Health Service (NHS) on Friday, locking staff out of their computers and Hunter dies in Germany

forcing some hospitals to divert patients. Photograph: Carl Court/Getty Images

& after wild boar he was
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Security and Fraud

Your medical record is worth more to
hackers than your credit card

#TECHNOLOGY NEWS SEPTEMBER 24, 2014 / 9:25 PM / 3 YEARS AGO

Your medical record is worth more to
hackers than your credit card

Caroline Humer, Jim Finkle 6 MIN READ Yy f

NEW YORK/BOSTON (Reuters) - Your medical information is worth 10 times

more than your credit card number on the black market.

BN\ AL I P2




Data Storage

SNINEWS' SRR

Home UK World Politics US OceanRescue Tech Business Entertainment Offbeat Weather

NHS misplaces 700,000 pieces of medical documents,
putting patients at risk

People "could have died" due to the loss of documents but the Health 16:42 UK
Secretary says there is "no evidence" patients were at risk. Monday 27 February 2017

Top Stories

PM's Brussels
@l trip 'staging
post' to trade
talks

PM's lunch with
Juncker could be
'key moment'

Trump: FBl's
reputation
'worst in history'

The Government has been accused of a cover-up

NHS lost 700,000 records in 2017






Privacy Control




Privacy Control

Evening<Post

I. m CRIME TRANSPORT BUSINESS POLITICS HEALTH EDUCATION OPINION YEPSAYS OFFBEAT CAM MORE vl

Hospital trust probes Hammond scan  vore stories
spy’ ¢

Published: 11:23
Tuesday 03 October 2006

Limited Offer! ASICS at Incredible Price for
Few Days

By lan Rosser An investigation has begun after hospital staff were accused of spying on vente-privee.com
Richard Hammond's medical records.

The Top Gear presenter spent more than a week at Leeds General Infirmary
(LGI) following a high-speed accident on a York airfield.

His jet-powered car, which was capable of speeds in excess of 300mph,
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Patient data held in many silos
® O

@ Pt
l
ial Worker \ ‘ / Employe

Patient \4

Health Insurance

Relatives

Specialist Family doctor

General Practice

O Medicalchain’

Private Hospital



Medicalchain

Patient

O Medicalchain

© 8 S FHas i

Health Insurance  Private Hospital Specialist Family doctor  General Practice Relatives Social Worker  Employer
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Classic patient pathway

Scenario 1:
Family doctor manages query without
investigations

Scenario 2:

Family doctor requests investigations
then manages the condition based on
results

Scenario 3:

Family doctor refers patient onto a
specialist +/- after requesting
iInvestigations

Patient

Family Doctor

l

Blood / Imaging

O

s

Specialist



Future patient pathway (borderless patient driven)

Blood / Imaging

The patient is at the centre of their care

Sending and receiving information from different stake holders and granting access to
their records to those who are involved In their care

O Medicalchain



What we currently have....
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Multiple centralised silos of health data




Centralised vs Distributed

Centralised Distributed

Q Medicalchain



What is blockchain?

* A distributed decentralised ledger based on cryptography that improves reliablility, transparency,
robustness and trust

* Blocks of information are added piece by piece to form a chain. This chain structure is shared
across different holders named nodes

* |f any information is changed within a block, this would be identified by the other node holders
and the information would be deemed corrupted



Medicalchain = Blockchain + Healthcare

Traditional Servers

l_‘_\

Blockchain Storage

)
)

Blockchain is an incorruptible digital ledger of transactions that can be utilised to record, store and
share information in a trustless decentralized system.

Q Medicalchain’



Digitalised Ecosystems

* Emerging technologies require Hype cycle of emerging technologies 2018

revolutionising the enabling foundations
that provide the volume of data needed,
advanced compute power and ubiquity-
enabling ecosystems. The shift from
compartmentalized technical
infrastructure to ecosystem-enabling
platforms is laying the foundations for
entirely new business models that are
forming the bridge between humans and
technology.

This trend is enabled by the following
technologies: Blockchain, Blockchain for
Data Security, Digital Twin, loT Platform
and Knowledge Graphs.

Digitalized ecosystem technologies are
making their way to the Hype Cycle fast

~ Digital Twin  —peep Neural Nets (Deep Learning) Plateau will be reached in
Biochips Carbon Nanotube @ fess than 2 years
Smart Workspace loT Platform 2105
Brain-Computer Interface — _ , @ 2toS5years
Autonomous Mobile Robots Vg_tIPa' A:ms(tjanés o @ 5 to 10 years
Smart Robots HICON Anode batteries
. than 10
Deep Neural Network ASICs Blockchain g A more han 10 years

Al PaaS
Quantum Computing

5G

Volumetric Displays —A Connected Home — . _ _ o
Self-Healing System Technology /\ Autonomous Driving Level 4 Blockchain technical capabilities
Conversational Al Platform : ;
Autonomous Driving Level 5 2% Mixed Reality are evolving, but fail to match the
oo extreme hype and are not yet —
ge Co .. "
0 | K exoskeleton sufﬂment for m|SS|on—cr|t|.caI
2 Blockchain for Data Security | enterprlse use. Blockchain-
g Neuromorphic Hardware . . luti lead .
3 Knowledge Graphs iInspired sp utions lea enterprlse
s A2 4D Printing conversations. The market will
traverse the Trough of
e Smart Fabrics Disillusionment before significant
_ value is realized.”
Augmented Reality
Smart Dust /X

/\ Flying Autonomous Vehicles
/\ Biotech — Cultured or Artificial Tissue

As of August 2018

Peak of

Sy Inflated o :
‘1aqaer 2 = ns sionme 11
riggel Expectations Disillusionment

Innovation Trough of . —r , , Plateau of
Slope of Enlightenment

Productivity

Time

gartner.com/SmarterWithGartner

Source: Gartner (August 2018)
© 2018 Gartner, Inc. and/or its affiliates. All rights reserved. a r ner@
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https://www.gartner.com/smarterwithgartner/the-irrational-exuberance-that-is-blockchain/
https://www.gartner.com/smarterwithgartner/confront-key-challenges-to-boost-digital-twin-success/
https://www.gartner.com/it-glossary/internet-of-things/

Blockchain Decision Tree

: Does
A 4 more than one
............ > participant need
Cana tobeableto Does
traditional update the the data
database LU0 — ' PR
technology i e b kept
meet your private?
needs? YES NO
é :........................é. ......... YES NO
YES NO v ]
Sessesssssssssssnssssnsses Doyou g
............................................................ .nd .“ th“. ;
updaters :
tm‘t on. ; g g .............................. §
another? : i v
Is this
database likely P Do you
tobeattackedor y I— YES NO need to control
censored? Do you need : who can make
rod!lndantcopluln ............................. .... ...... ch.nwtoth.
multiple distributed < blockchain
computers? software?
Would :
...... . allthe :
YES NO trustathird P g, :

YOU DON’T
NEEDA
BLOCKCHAIN
(FAST
TRANSACTION
SPEED)

YOU MIGHT NEED
APERMISSIONED
BLOCKCHAIN
(MEDIUM
TRANSACTION
SPEED)

YOU MIGHT
NEED APUBLIC

BLOCKCHAIN
(SLOW
TRANSACTION
SPEED)
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What are the challenges that we are facing?

Dave Ebbitt

Health Informatics Manager

dave@medicalchain.com



Challenges?

“In essence, there will no longer be an Electronic Health Record
In the traditional sense, an institution-centric record whose
patient portal is a small tip of the hat to patient-centeredness.
Rather, there will be one digital patient-centered health record
that combines clinician-generated notes and data with
patient-generated information and preferences. Its locus of
control will be, unambiguously, with the patient.”

Bob Wachter MD, Chair of National Advisory Group on Health IT,
England



How do we get there?

h HL7" FHIR

Fast Healthcare Interoperability Resources

a standard for exchanging healthcare
information electronically

openeHR

Open Electronic Health Records

open source specifications and reference
implementations for EHR systems



Challenges?

a

THIRD PARTY
DEVELOPERS

PATIENT

v

Telemedicine
Consultation

DOCTOR (GP)

————

Activity data

Medicalchain Platform

PRIVATE, PERMISSIONED
BLOCKCHAIN

PRIVATE, PERMISSIONED
BLOCKCHAIN

Make / Change Appointment :‘ AP ti i """""""""""""""""""""""""""
P P ?}’. for consultation N : 1 i DUAL BLOCKCHAIN
TD e View health data Medicalchain |
- Share health data Private / Public |
- Top up wallet Interface ! | PUBLIC BLOCKCHAIN
Authentlcate i :4 ..................... > M
. i Application Servers i Q ethereum
: Security !
SECURE IDENTITY : Data Stream Processing :
PLATFORM : Smart Contracts :
i Consensus Mechanism :
: i i Consent and/or
e e T anonymity validated on
. : blockchain
- Authenticate
Secondary Data Uses
Manage Appointments
............. Record consultation.notes . .. . . .. P P 1
View health data GP SYSTEMS HOSPITAL EHRs ® llll o e Heaft
~ View neal Publ
CTIL?;?:l Research




Challenges?

TIT
Leramazon
i webservices

AWS Virtual Private Cloud

B

Medicalchain|
Private / I

Public
Interface |

PERMISSIONED SMART CONTRACTS |

ETHEREUM CLIENT BLOCKCHAIN PLATFORM (GOLANG) I

[

k\’ HYPERLEDGER ENTERPRISE I

M BESU g ETHEREUM

v V ALLIANCE I

[

[

I

INDEXING DATA I

STREAMING

y [

B [

' % kafka I

elasticsearch I

W”) :

[

[

[

INTEROPEN CareConnect FHIR |

Profiles i

[

I
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Pairing Integration

A 17 e

GP SYSTEMS

¥ ¢

HOSPITAL EHRs

(7

Web3.js
LIBRARY

AQL
Archetype Query Language

v

SECONDARY DATA
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Application

wll 9:41 AM () ol 9:41 AM ()

Home @ Q. Try"Surgeon" - < Clinics

Q Search for a clinic

Q, Try"Surgeon"

GP Appointment

Connect with your friendly GP

GP Appointment r N ( Y [ .
Connect with your friendly GP @ D

Face to Face Home Visit Telemedicine  Email Advice

Park Edge Practice

0.3 miles - LS14 1HX, Leeds
Open - Close at 18:00

GP
Home Visit - 15 mins

= B = -

Home Bookings Reports Inbox More

Home Bookings Reports Inbox More

Copyright 2019. All rights reserved £ Medicalchain



Application

Availability

First available

:‘*:i; ] ‘ aV (7| l’jt;‘f: ’”'H) S101

OR

Dr Jessica Brown
GP

Dr Edward Smith
GP

Dr Sarah Angel
GP

Dr Kyryll Oushakov
GP

Date & Time
Dr Jessica Brown
GP
March 2019
MON WED THU SAT SUN MON
01 03 04 06 07 08
Morning

08:00 08:15 08:30 0845 09:00

09:15 09:30 0945 10:00 10:15

10:30 10:45 11:00 11:15 11:30

11:45 12:00

Book and Confirm

12

13

14

15

Park Edge Practice
LS14 1HX, Leeds
Dr Jessica Brown - GP

Home visit - 15 mins
March 10, 2019 -11:15

NHS

Confirm with Touch ID

Cancel



Application

wll = 9:45 AM

Bookings

nuary, 2019 February, 2019

Today

Dr Jessica Brown

Dr Sarah Angel
Confirmed

March 06, 2019
@ Dr Edward Smith
Confirmed

February 02, 2019

Dr Jessica Brown

Confirmed
L]
e E]
Home Bookings Reports

fth

Pending payment

March, 2019

16:45
£45

08:15
£65
11:30
£78
-
Inbox More

wll 2 9:45 AM
Craig 7/
Login or Sign up

Notifications °
Invite friends
Permissions
Family

Tell us something

Help
Legal

() =
Home Bookings Reports




Wearable Devices and Emergency Access

© I sm

-
8 —— B
.
*Basic health information recorded *Allergies
*Collected data uploaded to records *Next of Kin
*Possible private key on NFC *Chronic conditions
*Emergency access to health record *Advanced decisions recorded

Q Medicalchain’



THANK YOU




Technology

Get involved!

Join our community
Propose a partnhership
Host a blockchain node

Join us on the innovation journey



O Medicalchain

WAEL ALKHALIDI DAVE EBBITT
SVP Operations Health Informatics Manager
wael@medicalchain.com dave@medicalchain.com

Twitter: @medical_chain Telegram: t.me/Medicalchain



